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Abstract: Medical record correspondence management at Dustira Level 11 Hospital is still carried
out through processes that are not yet optimal, particularly in recording user activities, so
monitoring, tracking data changes, and supervising medical record document management have
not been effective. This study aimed to design a web-based Medical Record Correspondence
Information System equipped with an Audit Trail feature to support more structured, secure, and
accountable management of medical record correspondence. A descriptive qualitative approach
was used, with data collected through observation, interviews, and documentation studies. System
development employed the Waterfall method, consisting of requirements analysis, system design,
program coding, testing, and maintenance. The system was developed using PHP and MySQL and
designed using a flowmap, context diagram, Data Flow Diagram Level 1, and Entity Relationship
Diagram. The resulting application manages patient data, physicians, users, medical resumes,
discharge summaries, death claims, file-loan registers, reports, and user activity logs. Black Box
Testing showed that all tested functions were valid. The Audit Trail constitutes the key feature by
automatically documenting user activities to strengthen security, monitoring, transparency, and
accountability.
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INTRODUCTION

Digital transformation in the health sector has brought significant changes to healthcare
delivery, particularly in information management, which has shifted from manual processes to
information-technology-based systems. The use of web-based information systems enables data
management to be performed more quickly, accurately, and in an integrated manner, thereby
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supporting improved effectiveness and efficiency in healthcare services. Medical records are
documents containing patient identity, examination results, diagnoses, medical procedures,
treatments, and other services provided to patients. Proper medical record management is essential
to support continuity of care, the provision of health information, and administrative and legal
evidence. Along with technological development, medical record management has begun to
transition from paper-based records to electronic systems in order to improve efficiency, accuracy,
and data security.

Medical record correspondence is one of the administrative activities in the medical record
unit related to the management of various patient-service documents, such as medical resumes,
medical certificates, and documents for borrowing and returning medical record files. The
management of these documents requires an information system capable of supporting recording,
storage, retrieval, and reporting so that correspondence activities can be performed more
effectively. In managing medical record documents, information security is an important factor for
maintaining the confidentiality, integrity, and accountability of patient data. The implementation
of electronic medical records also requires a system capable of maintaining data security, integrity,
and availability so that healthcare processes can be performed safely and reliably. One mechanism
that can support these needs is an Audit Trail, which records user activities within the system.

Based on observations conducted in the Medical Record Unit of Dustira Level 1l Hospital,
medical record correspondence is still managed manually using paper documents. This condition
causes document storage and retrieval to take longer and makes it difficult for officers to monitor
user activities when data are changed. In addition, the absence of an integrated activity-recording
mechanism may increase the risk of errors and complicate accountability for changes made to
medical record correspondence data. Previous studies have shown that web-based information
systems can improve the effectiveness of medical record management. Silia et al. (2024) developed
a web-based Release of Information Medical Record Information System that improved the
effectiveness of medical record information release. Hermawan et al. (2024) showed that a web-
based electronic medical record data-processing information system facilitated data retrieval and
supported outpatient reporting governance. Other studies have also emphasized the importance of
electronic medical records and security mechanisms in supporting digital health transformation.

However, most previous studies have focused on electronic medical record management,
release of medical record information, or healthcare reporting. These studies have not specifically
integrated medical record correspondence management covering medical resumes, discharge
summaries, death claims, file-loan registers, and reports with an Audit Trail feature that
automatically records user activities. Therefore, this study addresses that gap by designing a web-
based Medical Record Correspondence Information System with an Audit Trail feature at Dustira
Level Il Hospital. The study aims to produce a system design that supports more structured, secure,
transparent, and accountable management of medical record correspondence.

METHODS
Research Design

This study used a qualitative approach with a descriptive method. A descriptive qualitative
approach was selected because it can systematically describe the actual condition of medical record
correspondence management. Through this approach, the researchers identified problems, user
needs, and system requirements as the basis for designing the information system.

Conceptual Flow

The conceptual flow began with identifying problems in medical record correspondence
management at Dustira Level 1l Hospital. Data were then collected through observation,
interviews, and documentation studies. The collected data were analyzed to determine user and
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system requirements. The analysis results became the basis for system design and implementation,
followed by functional testing and evaluation.

Research Informants

The informants were medical record officers involved in medical record correspondence
management at Dustira Level 11 Hospital. They were selected because they directly understood the
work processes, constraints, and needs related to medical record document management.

Research Instruments

The research instruments consisted of observation guidelines, interview guidelines, and
documentation. These instruments were used to obtain information about correspondence
management processes, the constraints encountered, and user requirements for the system being
developed.

Data Collection Methods

Data collection was conducted to obtain information regarding medical record correspondence
management at Dustira Level Il Hospital. The techniques included observation, interviews, and
documentation studies. Direct observation was conducted in the Medical Record Unit to examine
the management of medical resumes, discharge summaries, death claims, file-loan registers, and
report preparation. Interviews with medical record officers explored workflows, constraints, and
user requirements. Documentation studies examined correspondence documents as well as
relevant books, journals, regulations, and previous studies (Sugiyono, 2022).

Data Analysis

Data were analyzed descriptively based on the results of observations, interviews, and
documentation studies. The data were examined to identify problems, user needs, and system
requirements. The analysis results were then used as the basis for determining system features and
designs.

System Development Method

The system development method used in this study was Waterfall. This method was selected
because it provides systematic and structured development stages that are appropriate for system
development. The Waterfall stages consist of requirements analysis, system design, program
coding, testing, and maintenance.

1. Analisis Kebutuhan (Analysis)

= Pengumpulan data {Observasi,
Wawancara)

= Analisis kebutuhan pengguna & sistem

.

2. Perancangan Sistem (System Design)
= Flowmap, Diagram Konteks, DFD Level 1
- Desain Database (ERD) & Antarmuka (UI)

.

3. Pemrograman (Implementation)
= Transkripsi rancangan ke kode program
= Pembuatan basis data & sistem

| 4. Pengujian Sistem (Testing)
= Pengujian fungsi (Blackbox Testing)

= Memastikan sistem bebas kesalahan

.

5. Pemelinaraan (Maintenance)
- Perbaikan kesalahan/bug sistem
= Pemeliharaan & pembaruan nutin

Figure 1. Waterfall Method
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Requirements Analysis

The requirements analysis stage was conducted through observation, interviews, and
documentation studies to identify user needs for the system. The analysis focused on medical
record correspondence management and the need for an Audit Trail feature to record user activities
as a form of supervision and data security. The analysis results were used as the basis for
determining system functions and features.

System Design

The system design stage described the system to be developed before implementation. The
design used a Flowmap, Context Diagram, Data Flow Diagram (DFD) Level 1, and Entity
Relationship Diagram (ERD). A user-interface design was also prepared so that the system could
be used more easily by users.

Program Coding

The implementation stage translated the system design into a web-based application. The
system was developed using PHP and MySQL and was supported by HTML, CSS, JavaScript,
Bootstrap, and XAMPP as the local server.

Program Testing

After implementation was completed, the system was tested using Black Box Testing. Testing
evaluated all system functions based on the inputs and outputs produced without examining the
internal program-code structure. Each system module was tested to ensure that all features
operated according to user requirements.

System Maintenance

The maintenance stage is intended to correct errors or bugs, improve system performance, and
ensure that all features, including the Audit Trail, continue to operate properly according to user
requirements.

RESULTS AND DISCUSSION
Results
Interview Results

Interviews with medical record officers showed that medical record correspondence was still
processed manually using paper documents. This condition requires physical storage space, and
document retrieval can take time, particularly when the required documents have been stored
together with other files. The manual process also makes it difficult to monitor user activities and
to trace data changes. Based on these conditions, a web-based information system is needed to
manage medical record correspondence in a more structured manner. The designed system covers
medical resumes, discharge summaries, death claims, file-loan registers, and an Audit Trail feature
that records user activities.
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Figure 2. Flowmap of the Existing System

Analysis of the Existing System

Observations at Dustira Level Il Hospital showed that medical record correspondence
management was still performed manually using paper documents. Medical record officers
managed patient data, medical resumes, discharge summaries, death claims, file-loan registers, and
reports separately, so data retrieval and monitoring required additional time. Based on these
problems, system requirements were analyzed to determine the functions needed for medical
record correspondence management. The required main functions include management of patient
data, user data, medical resumes, discharge summaries, death claims, file-loan registers, and
reports.

These requirements were formulated from the problems found in the existing system,
particularly paper-based document management, which makes document retrieval time-
consuming. With a web-based system, data can be stored in a structured manner and retrieved
more easily. The Audit Trail feature also supports monitoring by recording user activities in the
system. The next stage was system design using a Flowmap, Context Diagram, Data Flow Diagram
Level 1, and Entity Relationship Diagram to describe process flows, relationships among entities,
and data flows. After design, the system was implemented using PHP, MySQL, HTML, CSS,
JavaScript, Bootstrap, and XAMPP. The subsequent testing stage used Black Box Testing to
ensure that all functions operated according to user requirements. Testing showed that the
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functions for login, data management, searching, report printing, and user-activity recording
operated properly.

System Requirements Analysis

Based on observations and interviews, the designed system must be able to manage patient
data, physician data, user data, medical resumes, discharge summaries, death claims, file-loan
registers, and reports in a rapid and integrated manner. The system is also equipped with an Audit
Trail feature that records user activities, including login, data entry, data modification, and other
relevant actions.

System Design

System design was performed based on the requirements analysis to produce a web-based
Medical Record Correspondence Information System that meets user needs. The design describes
process flows and relationships among data and incorporates an Audit Trail feature that records
each user activity as a mechanism for supervision and accountability.

Context Diagram

The Context Diagram describes the relationship between the system and external entities that
interact directly with it. The entities involved in the designed system are the Administrator,
Medical Record Officer, and Physician. Each entity exchanges data according to its access rights
in medical record correspondence management.

ADMINPETUGAS RM

Data Uiser, Doker, Ruangan

Dsta Pasien, Form Karespandensi

Valigasi Resume, Ringkasan Medis Kisim Maninggal

SISTEM INFORMASI
KORESPONDENSI
REKAM MEDIS
BERBASIS WEB

Infe Pasien & Master. Buksi Cetak Dakumen DENGAN FITUR Dista Resune, Ringkasan Medis, Kisim Mennggal
AUDIT TRAIL

~__

PETUGAS REKAM MEDIS

DOKTER

Parsanjuan Laporan

Laporan Rekapitiss: Korespondens

KEPALA REKAM MEDIS

Figure 3. Context Diagram

Data Flow Diagram (DFD) Level 1

The DFD Level 1 describes the main processes in the Medical Record Correspondence
Information System, including management of patient data, medical resumes, discharge
summaries, death claims, file-loan registers, and reports. The system also includes an Audit Trail
feature that records user activities as a form of supervision and data security.
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Figure 4. Data Flow Diagram Level 1

Entity Relationship Diagram (ERD)

The Entity Relationship Diagram describes the relationships among entities in the system
database so that each dataset can be interconnected and support integrated information

management.
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¥

System Implementation

Figure 5. Entity Relationship Diagram

System implementation produced a web-based application designed to support computerized
medical record correspondence management. The system provides various data-management
menus and an Audit Trail feature that records every user activity, thereby strengthening the

security, supervision, and accountability of data management.

Login Page

The Login page is used to authenticate users before they access the system according to their
assigned access rights. Users enter their registered username and password to access the system.

b locshost 137000 fdbkeres X | (D) 2 Whaishpp % [ Logn SM Ecrsspondens X+

Sistem Informasi Korespondensi
Rekam Medis

Usemame

¢ G @ lacslhastkarespondensi mylogin.she

admin

Password

# sk Gemini - o0 x

oy O

Figure 6. Login Page

Dashboard

The Dashboard is the main page that presents summary information and system data statistics,

enabling users to monitor data conditions quickly and efficiently.
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Figure 7. System Dashboard

User Data Page

The User Data page manages system-user information, including name, username, password,
role, and user status. This page allows the administrator to add, edit, delete, and manage user access
rights according to each role.

v b localhost/ 127001 b kores X | () [2) WhatsApp % [E smes % OB FASIDASHER - TANPARAS 4 X | + + Ask Gomini - o =

<« @ © lowlhostkorespondensi_myusers/ e = QO ¢

ﬁ SIMRS Dashboard 2 Administator
Rumkit Dustira

22 Pengguna Data

23 July 2026

No Nama Username Role Status Aksi
1 Administrator admin Adbmin [ e | B oo |
2 Administrator admin Admin [ —cdt

[£) Data Petugas

{4 Data Ruangan

al Laporan

Dot

Figure 8. User Data Page

Patient Data Page

The Patient Data page manages patient data in an integrated manner, including recording,
searching, editing, and deleting patient information, thereby facilitating rapid information
management.

« C @ locathost/korespondensi_rm/pasien/data_pasien.php N o & = Q

& SIMRS i Data Pasien

Rumkit Dustira

Jenis Tanggal
Lahir
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e 39842761  Cinta Perempuan  2008-09-12  jlsincan 081928374561 = n
02937539 Sindy Laki-laki 1990-12-31  jlkamboja 083245341209 [
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88765434  Sinta Perempuan  1992-03-12  jlanggrek 083356875498 [ n
B Data Dokter
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(2] Data Petugas koneng
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Figure 9. Patient Data Page
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Physician Data Page

The Physician Data page provides storage and management of physician information,
including physician name, specialty, clinic, and telephone number. This page helps users obtain
physician information required in medical record correspondence processes.

€ € © localhosykorespondensi_rm/dokler By &L QO ¢
SIMRS 2 Iuly 2026
* o 3 Dashboard 3 Admim’;r;u:
Rumkit Dustira
% Data Dokter
. No Nama Dokter Spesialis Poli No HP
1 dr. Andi Saputra, Sp.PD Penyakit Dalam Pali Penyalkit Dalam 081234567831
2 dr. Budi Santoso, §p 1] Bedah Poli Bedah 0817345670897
Mata Dokler 3 dr. Citra Lestari, Sp.a Anak Poli Anak 081224567893
o 4 dr. Dewi Anggraini, Sp 06 Kebidanan & Kandungan Poli Obgyn 081234567894
5 dr. ko Prasetyc, Sp.M Mata Poli Mata 081734567855

localhzstkarespondens_rmidistiond! | w

Figure 10. Physician Data Page

Officer Data Page
The Officer Data page is used to manage officer information required in medical record
correspondence processes.

€ 3 € @ lowmlhostkorespondensi m/petugas/ e & 50 ¢
ﬁ SIMRS 28 July 2026
: : Pashboard & Administrator
Rumkit Dustira
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E Fajar Nugraha Petugas Administrasi Administrasi 021234567895
4 Rina Amelia Petugas Rekam Medis Rekam Medis 081234567892
s Siti Aisyah Petugas Rekam Medis Rekam Medis 081224567891

Figure 11. Officer Data Page

Room Data Page
The Room Data page displays the list of rooms together with their types and locations, making
it easier for users to obtain information about rooms available in the system.

« © @ localhost/korespondensi rmyrusngan/ B v Q

& SIMRS
Rumkit Dustira
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2 Administrator

Z Data Ruangan

Dashboard
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4 Rawat Jalan Poliklinik Lantai 1
s WK Ruang Bersalin Lantai 3

Figure 12. Room Data Page
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Audit Trail Page
The Audit Trail page displays the history of user activities, such as login, data additions, and

data changes. This feature suppo

L G @ Iccalhe:

Rumkit Dustira

A Data Dokter
() Data Petugas

£ Data Ruangan

Report Page
The Report page displays and prints medical record correspondence reports based on data
managed in the system. This feature helps users obtain information rapidly and in a structured

format.
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i€ Data Ruangan

@© Audit Trail

al Laporan

Black Box Testing

System testing was conducted using Black Box Testing to determine whether each function
of the web-based Medical Record Correspondence Information System with the Audit Trail feature
operated according to user requirements. Testing focused on each main menu and function by

comparing the system output with the expected result.
Table 1. Black Box Testing Results

Dashboard

No  User Aktivitas Menu Waktu

1 Administrator  Edit Data Data 2026-07-29
Pasien 01:38:47

2 Administrator  Tambah Data 2026-07-29
Data Pasien 00x44:28

3 Administrator  Tambah Data 2026-07-29
Data Pasien 00:23:47

4 Administrator  Login Login 2026-07-29
00:26:30

5 Login Login 2026-07-29
00:24:08

6 Login Lagin 2026-07-29

00c21:27

rts monitoring and strengthens system sec

st/korespondensi.my/audi

®  Audit Trail

v 0 :

28 July 2026
2 Administrator

»
Address  Keterangan

=1 Mengubah data pasien: Putra (RM:
00772303)

= Menambahkan pasien: Putra (RM:
00772303)

=1 Menambahkan pasien: citra (RM: 00762203)
B User berhasil login
= User berhasil login
=1 User berhasil login

Figure 13. Audit Trail Page

Dashboard

B Laporan Klaim Meninggal

gy ¥ QO :

26 July 2026
& Administrator

Laporan Data Pasien B Laporan Resume Medis " Laporan Ringkasan Keluar

Figure 14. Report Page

urity and accountability.

No.  System Feature Test Scenario Expected Result Status
1 Login User enters a correct username and System successfully opens the dashboard vValid
password according to access rights

Administrator adds, edits, and deletes Changes to user data are successfull .
2 User Data user data storedg in the system y Valid
3 Patient Data Medical rec:ord officer enters and Pgtient data are stored and can be valid
updates patient data displayed again
4 Medical Resume Medical record officer enters medical Medica}l resume data are successfully valid
resume data stored in the database
5 Discharge Medical record officer manages Discharge-summary data are valid
Summary patient discharge-summary data successfully stored
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6 Death Claim Medical record Oﬁ.' cer enters and Death-claim data are successfully stored Valid
manages death-claim data

Medical record officer records

File status is successfully updated

7 File Register borrowing and return of medical - Valid
. according to the process

record files
8 Audit Trail System _au_tomatlcally records each User activity history is stored in the valid

user activity Audit Trail menu

. . Report is successfully displayed and .

9 Report User displays and prints a report ready to print Valid
10  Logout User selects the logout menu System ends the session and returns to Valid

the login page

Source: Research Results (2026).

Based on the Black Box Testing results in Table 1, all system features obtained valid status
and operated according to their intended functions. These results indicate that data-management
processes and the Audit Trail feature can be used properly to record user activities, thereby
supporting security and supervision of data management.

Discussion
Medical Record Correspondence Management

The findings show that the web-based Medical Record Correspondence Information System
can support more structured correspondence management at Dustira Level 11 Hospital. Processes
previously performed manually can be carried out through the system, making data management
faster and easier.

Problems and System Requirements

The main problem identified was the continued use of paper documents for medical record
correspondence, causing storage and retrieval to require additional time. Based on this problem,
the identified system requirements include management of user data, patient data, physician data,
medical resumes, discharge summaries, death claims, file-loan registers, reports, and user-activity
records.

System Design

The design stage was based on identified requirements and used a Flowmap, Context
Diagram, DFD Level 1, and ERD. The Flowmap describes process sequences, the Context
Diagram describes interactions between the system and users, the DFD describes data flows, and
the ERD describes relationships among database entities.

System Features and Database Integration

The developed system provides main menus for users, patients, medical resumes, discharge
summaries, death claims, file registers, and reports. All data are stored in a database, facilitating
retrieval, updating, and management of medical record documents.

Audit Trail as the Main System Advantage

The principal advantage of this system is the Audit Trail feature, which automatically records
each user activity. This feature enables administrators to supervise system users, strengthen data
security, and provide an activity history that can be used as evidence of accountability when data
changes occur.

Functional Testing

Black Box Testing showed that all system functions operated as expected. Each feature could
be used properly, and no errors affecting the main data-management processes were identified
during functional testing.
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Comparison with Previous Studies

The results are consistent with Silia et al. (2024), who showed that a web-based medical record
information system can support document management and improve service effectiveness.
Hermawan et al. (2024) likewise reported that a web-based medical record information system can
facilitate data retrieval and reporting. The present study extends these findings by integrating
medical record correspondence functions with an Audit Trail for automatic activity recording.

Operational Benefits

The web-based implementation provides convenience because processes are computerized.
This approach can help reduce recording errors, accelerate service processes, and improve
efficiency in medical record correspondence management.

Overall Findings and Novelty

Overall, the developed system meets the identified user requirements for medical record
correspondence management. The integration of the Audit Trail means that the system not only
facilitates data management but also strengthens security, transparency, and accountability for
every user activity. The novelty of this study lies in integrating correspondence functions—
medical resumes, discharge summaries, death claims, file-loan registers, and reporting—with
automatic user-activity logging in a single web-based system for the medical record unit.

CONCLUSIONS AND RECOMMENDATIONS
Conclusion

Based on the study findings, a web-based medical record correspondence system was
successfully designed and implemented to support more effective document management. The
system supports structured management, storage, and retrieval of documents and is equipped with
an Audit Trail feature that records all user activities.

Black Box Testing showed that all main functions operated according to user requirements.
The login function, data management, file register, medical resume, discharge summary, death
claim, Audit Trail, and reporting functions could be used properly, thereby supporting more
accurate and secure data management.

The implementation of this system is expected to improve the efficiency of medical record
officers, reduce recording errors, and facilitate monitoring of activity history through the Audit
Trail. Thus, the system can serve as a solution supporting more effective, secure, and well-
documented medical record correspondence management.

Limitations

This study focused on the design, implementation, and functional Black Box Testing of a web-
based medical record correspondence system at Dustira Level Il Hospital. The study did not
quantitatively evaluate processing time, user satisfaction, usability, or long-term operational
performance; therefore, the effectiveness of the system in routine implementation should be
interpreted within the scope of the design and functional-testing results.

Recommendations

Future implementation should include periodic evaluation, user training, data-backup
procedures, security monitoring, and continued maintenance of the Audit Trail. Further studies are
recommended to evaluate usability, user satisfaction, processing-time efficiency, information-
security performance, and integration with broader electronic medical record or hospital
information systems.
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